Privacy Impact Assessment for
Learning A‐Z: Reading Solution Bundle
PIA# 5

Why should I complete a PIA?
A PIA is a tool to help Schools/Districts ensure compliance with applicable privacy legislation. This document helps mitigate and
evaluate many of the unintended risks and consequences that can develop as a result of not anticipating multiple perspectives and
circumstances with a new system or project. As part of the process, schools/districts are taking the appropriate steps to ensure that
parents, students and educators understand what measures are taken with regards to the safety and security of personal
information and the importance of informed consent.
School/District staff need to contact the privacy office(r) or PIA Drafter, at their School/District, to determine internal policies for
review and signing‐off of a Privacy Impact Assessment. Staff may submit PIAs to their Superintendent of Schools for consideration. If
you have any questions about this PIA template or FIPPA in general, you may contact the designated PIA Drafter as noted in this
document, or call the provincial Privacy and Access Helpline at Enquiry BC as noted below. Completed PIA’s must be retained in a
secure location at the School/District for the purposes of a Privacy Commissioner’s Audit.
Note: This process can help identify and reduce many of the unintended risks and consequences that may potentially jeapordize
student and educator privacy and security issues.

What if my initiative does not include personal information?
Best practices indicate that School/Districts’ should still complete Part 1 of the PIA and submit it along with the signature pages to
their privacy office(r) even if it is thought that no personal information is involved. This process ensures that the initiative has been
accurately assessed to meet the requirements of FIPPA.
Note: The definition of personal information is: Recorded information about an identifiable individual other than contact
information.
The following examples are a non‐exhaustive list of personal information:
 Name, address, email address or telephone number;
 Age, sex, religious beliefs, sexual orientation, marital or family status, blood type;
 Information about an individual’s health care history, including a physical or mental disability;
 Information about an individual’s education, financial, criminal or employment history;
 Social Insurance Number (SIN) and Personal Education Number (PEN); and
 Personal views, opinions, religious or political beliefs or associations.
Enquiry BC – Privacy and Access Helpline. Victoria: 250‐356‐1851 Vancouver: 604‐660‐2421 and elsewhere in BC, toll‐free: 800‐663‐7867

Please note: Nothing in this document constitutes legal advice to any person. The comments and opinions expressed in this document are to
help illustrate the content needed to complete a School/District PIA. This information does not constitute ERAC or OIPC approval of the
initiative being consulted on or fetter the Commissioner’s discretion should the initiative later be the subject of a complaint or investigation. It
remains the responsibility of the school districts to ensure that they comply with their duties and obligations under applicable laws and are
compliant with the Freedom and Protection of Privacy Act.
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Part 1 ‐ General
Name of District:

Kamloops Christian School Association

PIA Drafter:

Mr. Sandro Cuzzetto (CEO / Privacy Officer)

Email:

sandroc@kamcs.org

Program Manager:

NA

Email:

NA

Phone:

250‐376‐6900

Phone:

NA

1. Description of the Initiative
Our School District has an active membership with Educational Resource Acquisition Consortium (ERAC) which
provides a range of services available to its members including: evaluating, licensing and acquiring print,
software, and digital learning resources. ERAC is a cooperative member‐based organization. The organization
works in partnership with their members, BC public school districts as well as independent schools. Their goal
is to support quality education for public and independent K‐12 students.
This Privacy Impact Assessment (PIA) is to facilitate our BC School District in the provision of the web‐based
software program called Learning A‐Z: Reading Solution Bundle with Raz‐Plus and the English Language
Learner Collection for Classrooms, hereafter referred to as (Learning A‐Z Reading Solution) for students. In
preparation for the provision of the program, is to ensure that these services are offered in a way that is
compliant with the Freedom of Information and Protection of Privacy Act (FIPPA).
The ERAC agreement for our school district is from September 1, 2016 to August 31, 2018 and includes four
online products: Raz‐Plus; Reading A‐Z; Raz‐Kids and Enhanced English Language Learner (ELL) reading
solutions.
Raz‐Plus is a blended learning platform that combines teacher‐led whole‐class and small‐group instruction
with technology‐enabled resources for personalized reading practice. All resources are accessible online and
available in printable, projectable, and digital formats to strengthen the connection between what is being
taught and what students independently practice
Reading A‐Z presents both fiction and non‐fiction reading material in colourful an engaging digital eBook
format, along with assessment and support material. The stories cover a wide variety of topics of interest to
boys and girls at the elementary level. The informational texts include real‐world topics that would be familiar
and interesting, and the fictional stories are believable and engaging. The books are organized into 27 levels
with materials suitable for emergent readers to proficient readers. Once a student’s reading level is
determined, students can choose from a wide variety of texts. Each level builds upon the previous, increasing
Please note: Nothing in this document constitutes legal advice to any person. The comments and opinions expressed in this document are to
help illustrate the content needed to complete a School/District PIA. This information does not constitute ERAC or OIPC approval of the
initiative being consulted on or fetter the Commissioner’s discretion should the initiative later be the subject of a complaint or investigation. It
remains the responsibility of school districts to ensure that they comply with their duties and obligations under applicable laws and are
compliant with the Freedom and Protection of Privacy Act.
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the number of words, vocabulary, and reading skill. Assessment tools are provided, including running
records, benchmark passages, books and quizzes, leveled book quizzes, and retelling rubrics. This is an
intuitive, easy‐to‐use teacher‐based reading resource that allows choice in gaining appropriate leveled
reading material for K‐7 students.
Raz‐Kids is an engaging and attractive reading resource for students, from emergent to proficient readers.
The resource presents reading materials, both fiction and non‐fiction, in a colourful and engaging digital
format, with online quizzes, assessment, and support materials. The stories and informational texts cover a
wide variety of topics and include stories and informational texts on topics that would be of interest to many
students, both boys and girls. The materials are organized in 27 levels with materials suitable for emergent
readers to fluent readers. Online assessment tools are provided to assist in placement of students within
the program. Beyond reading, the material presented can be used to support studies in other curricular areas,
such as Social Studies, Science, or Health and Career Education for K‐7.
ELL Collection is an online collection of student books and instructional materials developed for English
language learners (ELL). Materials and instruction are available at a variety of reading levels and English
language proficiency levels. The printable instructional resources include detailed, scripted, and structured
lesson plans intended to support the language and literacy learning of English language learners for K‐7.
Vendor:
LAZEL, Inc. a subsidiary of Cambium Learning Group Inc. that provides Learning A‐Z products.
17855 Dallas Parkway Street, Suite 400
Dallas Texas 75287 United States
Phone: 888.399.1995
Local contact: (877) 506‐9891.

2. Scope of this PIA
Our District has entered into a licensed subscription agreement with Learning A‐Z. The Learning A‐Z: Reading
Solution with Raz‐Plus and the ELL Collection are ERAC evaluated and approved web‐based software programs
for BC schools.
Note: Home users that create personal students and parents accounts are out of the scope of this PIA.
ERAC is a cooperative member‐based organization. The organization works in partnership with their
members, BC public school districts as well as independent schools. Their goal is to support quality education
for public and independent K‐12 students. A range of services are available to its members including
evaluating, licensing and acquiring print, software, and digital learning resources.
Please note: Nothing in this document constitutes legal advice to any person. The comments and opinions expressed in this document are to
help illustrate the content needed to complete a School/District PIA. This information does not constitute ERAC or OIPC approval of the
initiative being consulted on or fetter the Commissioner’s discretion should the initiative later be the subject of a complaint or investigation. It
remains the responsibility of school districts to ensure that they comply with their duties and obligations under applicable laws and are
compliant with the Freedom and Protection of Privacy Act.
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As part of ERAC’s due diligence, ERAC has an established rigorous, criteria‐based evaluation process for
evaluating products that have come to their attention via membership recommendations. Using ERAC trained
BC classroom teachers as evaluators, products are placed into an online collection. Once they have met the
provincial standards and are appropriate for use in BC classrooms an approval is granted, and an agreement is
made with the vendor.
The Learning A‐Z: Reading Solution with Raz‐Plus and the ELL Collection is placed into an online collection.
Once the product had met the provincial standards and it was deemed appropriate for use in BC classrooms,
an approval is granted, and an agreement is made with the vendor for the ERAC membership.
Upon completion of this Privacy Impact Assessment, the program is ready for deployment to teacher’s and
their students at Kamloops Christian School. Consent forms for all students and families are given to all
families at the beginning of the school year.
The intended users are: K‐7 students, classroom subject teachers, non‐enrolling specialist teachers, students
for non‐instructional purposes, authorized Student Teachers on practicum, and Educational Assistants.
Supervising teachers manage their users and reset the passwords. Students are not able to create their own
games or accounts at school. The product runs on all versions of Mac and Windows operating systems.
Tablets may download the program and run offline. Learning A‐Z stores user anonymous data in the United
States of America.
<DISTRICT NOTE: Please see sample consent form to be tailored to your District’s needs. For further help with
collection notices please see Tip Sheet for Consent & Disclosure located on the ERAC website.>

3. Related Privacy Impact Assessments
It is our understanding that this new project has no current PIAs with OIPC or BC Ministry of Education.
Should students or parents create a private account and privately use this product at home, the District will
have no way of monitoring or supervising the user in protecting their private information once creating a
personal account with the vendor. The user’s contract will be between the user and the vendor and subject to
the Terms and Conditions set out by the vendor.
This PIA does not cover any personal privacy or security risks for students and parents using the product
independent of their school’s classroom.
See Learning A‐Z’s:


Privacy Policy ‐ Last modified: February 01, 2016

Please note: Nothing in this document constitutes legal advice to any person. The comments and opinions expressed in this document are to
help illustrate the content needed to complete a School/District PIA. This information does not constitute ERAC or OIPC approval of the
initiative being consulted on or fetter the Commissioner’s discretion should the initiative later be the subject of a complaint or investigation. It
remains the responsibility of school districts to ensure that they comply with their duties and obligations under applicable laws and are
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Terms of Service ‐ Last Modified: July 25, 2017

Note: to ensure that personal information is not used for account creation, a notice to the parents along with
staff training, the teacher is shown how to define and assign the user name and password for each student. The
teacher will submit the required information on behalf of their students using an alias.

4. Elements of Information or Data
The Learning A‐Z: Reading Solution with Raz‐Plus and the ELL Collection offers a subscription license to access
their web‐based product. Teachers will record the students’ user names; results; along with the following data
fields for the purposes of grading and accessing the product. First Name (Student); Last Name (Student);
Grade (Student); First Name (Teacher); and Last Name (Teacher). Although first and last names are required
they do not need to be the actual names of the teachers or students as noted in Section 5: Account Activity
by Teacher and Parent Users. For example, a teacher named John Smith could use" Teacher" as his first name
and "One" as his second name. The user data is being stored on a server outside of Canada.

Part 2 – Protection of Personal Information
Storage or Access outside Canada
Yes – the student and teacher anonymous accounts will be stored and accessing servers outside of Canada to
use the Learning A‐Z: Reading Solution. The storage of the student and teacher data is viewed by the Learning
A‐Z staff to improve customer service by having access to relevant data for teacher initiated support calls; the
data provides an understanding of the user aggregated group and how they use the services and resources;
and to provide web site improvements in customer experience and product improvements.
Account Holder Information
Teachers can create multiple classes under the same teacher account, but each account requires a unique email
address as shown in the example below. Teachers will be entering fictitious student identities individually or
they can upload an Excel file with their entire class. Teachers can edit their own account and their students by
going to their teacher portal that provides access to all of the services we have purchased. User data stored on
the servers in the US.
Email

First Name

Last Name

User Name

Role

Igreensmith1@email.ca

Student

One

StudentBC1

Student

Igreensmith1@email.ca

Student

Two

StudentBC2

Student

Please note: Nothing in this document constitutes legal advice to any person. The comments and opinions expressed in this document are to
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Igreensmith1@email.ca

Student

Three

StudentBC3

Student

School administrators can view and assign students to classes/teachers within their school. The Learning A‐ Z
technical support staff can access the district’s data for support purposes and are available by contacting them
at 1‐866‐889‐3729 or support@learninga‐z.com.
The data stored in the Learning A – Z: Reading Solution is not shared with any third parties except for those
limited purposes provided that we have given them permission. Questions regarding their Privacy Policy and
practices can be directed to customer support as noted above, and more information found at
http://help.learninga‐z.com/customer/portal/articles/1649236‐privacy.
<District Staff Note: Typically, IT staff assign each teacher one institutional email account. To accommodate
several classes a teacher may then need additional assigned institutional alias email accounts to accommodate
several classes. Teachers experiencing difficulties making correction to student information they can contact
https://www.learninga‐z.com/site/contact/support>

5. Data‐linking Initiative – Not applicable
In FIPPA, "data linking" and “data‐linking initiative” are strictly defined. Answer the following questions
to determine whether your initiative qualifies as a “data‐linking initiative” under the Act. If you answer
“yes” to all 3 questions, your initiative may be a data linking initiative and you must comply with specific
requirements under the Act related to data‐linking initiatives.
1. Personal information from one database is linked or combined with personal
information from another database;

No

2. The purpose for the linkage is different from those for which the personal
information in each database was originally obtained or compiled;

No

3. The data linking is occurring between either (1) two or more public bodies or
(2) one or more public bodies and one or more agencies.

No

If you have answered “yes” to all three questions, please contact your privacy
office(r) to discuss the requirements of a data‐linking initiative.
Data linking" means the linking or combining of personal information in one database with personal
information in one or more other databases if the purpose of the linking or combining is different from:
(a) the purpose for which the information in each database was originally obtained or
compiled, and

Please note: Nothing in this document constitutes legal advice to any person. The comments and opinions expressed in this document are to
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(b) every purpose that is consistent with each purpose referred to in paragraph (a). I.e. in the case
of an online product where the purpose of the linking is not different than the reason for which
the information was originally obtained or compiled.

6. Common or Integrated Program/Activity – Not applicable
In FIPPA, “common or integrated program or activity” is strictly defined. Answer the following
questions to determine whether your initiative qualifies as “a common or integrated program
or activity” under the Act. If you answer “yes” to all 3 of these questions, you must comply
with requirements under the Act for common or integrated programs and activities.
1. This initiative involves a program or activity that provides a service (or
services);

Yes

2. Those services are provided through:
(a) a school district and at least one other public body or agency working
collaboratively to provide that service; or
(b) one school district working on behalf of one or more other public bodies
or agencies;

No

3. The common or integrated program/activity is confirmed by written
documentation that meets the requirements set out in the FOIPP regulation.

No

Please check this box if this program involves a common or integrated
program or activity based on your answers to the three questions above.

7. Personal Information Flow Diagram and/or Personal Information Flow Table:
Not applicable.
Personal Information Flow Table
Description/Purpose

Type

FIPPA Authority

1.

Student Consent and Parental Authorization is sought to start
using the program and collect personal Information

Collection

26(d)

2.

Student uses Program for course work or on own time.

Use

32(a), 32(b)

Please note: Nothing in this document constitutes legal advice to any person. The comments and opinions expressed in this document are to
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3.

Teacher access course work for purposes of assessment

Use
disclosure

32(a), 32(b),
33.1(b),
33.2(a), 33.2(c)

8. Risk Mitigation Table
Identify any privacy risks associated with the initiative and identify the mitigation strategies that will be
implemented.

Risk Mitigation Table
Risk
1. Parent or student withdraws consent
or refuses to consent

Mitigation Strategy

Likelihood Impact

School will produce alternative activity
that meets the learning outcomes.

Low

Medium

2.

Student accounts could be
compromised or misused.

Acceptable Use of Technology Policy,
contractual terms of agreement regarding
security and password protection
protocols and specified limitation on data
contained in accounts to exclude highly
sensitive personal information.

Medium

Medium

2.

Unauthorized access to personal
information and use or disclose it for
personal purposes.

Oath of Employment and contractual
terms with staff. Students are instructed
on minimizing personal information.

Low

Medium

3.

Request may not actually be from
client (i.e. their email address may be
compromised)

Implementation of identification
verification procedures.

Low

High

5.

Client’s personal information is
compromised when transferred to
the service provider.

Transmission is encrypted over a secure
line.

Low

High

4.

Inherent risks in sending personal
information to a client via email.

Policy developed to inform clients of risk.

Medium

Medium

Please note: Nothing in this document constitutes legal advice to any person. The comments and opinions expressed in this document are to
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9. Collection Notice
Not applicable.
For further help with collection notices please see the Collection Notice Tip Sheet – “Notification for Collection”
located on the ERAC website..
DISTRICT NOTE: See Tip Sheet‐ Consent for Disclosure of Personal Information located on the BC government
website.

Part 3 – Security of Personal Information
Part 3 – Security of Personal Information
10. Physical security measures related to the initiative.
KCS administration of the program is permitted through access to the KCS Technology department offices and
accounts. Access is restricted to personnel with security clearance only.

11. Technical security measures related to the initiative.
N/A

12. Does your district department rely on any security policies and procedures?
Only our Technology Department has access to create, delete or edit teacher accounts. Accounts are updated by
September 30th of the school year by each school once their staff is finalized.

13. Please describe any access controls and/or ways in which you will limit or restrict unauthorized
changes (such as additions or deletions) to personal information.
Access to data containing personal information is based on the district authorized roles of individual users
within KCS. The ability of individual users to access data (such as view, create, or modify a file) containing
personal information will be limited to their role and permissions.

14. Please describe how you track who has access to the personal information.
Individual users will be trained and then supervised in following our district's acceptable uses/types of
information in the use of audit trails and signing‐in and signing‐out when accessing personal information.

Part 4 – Accuracy/Correction/Retention of Personal Information
Please note: Nothing in this document constitutes legal advice to any person. The comments and opinions expressed in this document are to
help illustrate the content needed to complete a School/District PIA. This information does not constitute ERAC or OIPC approval of the
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15. How is an individual’s information updated or corrected? If information is not updated or corrected
(for physical, procedural or other reasons) please explain how it will be annotated? If personal
information will be disclosed to others, how will the school/district notify them of the update,
correction or annotation?
At the discretion of an assigned designated teacher, the student personal data can permanently be
deleted from the user’s Learning A‐Z reading program.
Does your initiative use personal information to make decisions that directly affect an
individual(s)? If yes, please explain.
Yes, data created by students will be used for educational purposes including summative and formative
assessment.

16. If you answered “yes” to question 15, please explain the efforts that will be made to ensure that
the personal information is accurate and complete.
KCS’s administrative staff (i.e. Records Clerk), will check that the information from the student applicant was
obtained and recorded by the enrolling teacher and that there is a matching duplicate record in the district
approved student information system (MyEducation BC).
Note: For additional information on the Privacy Management and Accountability Policy and the Pro‐active
Disclosure & Information Management Act, see: https://pia.bcerac.ca/accountability/

17. If you answered “yes” to question 15, do you have a records retention and/or disposition schedule
that will ensure that personal information is kept for at least one year after it is used in making a
decision directly affecting an individual?
KCS’s has a records retention policy for graduating students. For students who are with us for a shorter
amount of time, user accounts are deleted within 7 days of the student leaving KCS. For returning students
from one year to another, student accounts are left active. Once students graduate, user accounts are
deactivated within 7 days of their final day at KCS.

Part 5 – Further Information
18. Does the initiative involve systematic disclosures of personal information? If yes, please explain.
No
Please note: Nothing in this document constitutes legal advice to any person. The comments and opinions expressed in this document are to
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Please check this box if the related Information Sharing Agreement (ISA) is
attached. If you require assistance completing an ISA, please contact your
privacy office(r).
19. Does the program involve access to personally identifiable information for research or statistical
purposes? If yes, please explain.
Not Applicable
Please check this box if the related Research Agreement (RA) is attached. If you
require assistance completing an RA please contact your privacy office(r).
20. Will a personal information bank (PIB) result from this initiative? If yes, please list the legislatively
required descriptors listed in section 69 (6) of FIPPA. Under this same section, this information is
required to be published in a public directory.
Not Applicable
< If you have any questions regarding the above section, please contact your school district’s privacy
office(r) or call the OCIO’s Privacy and Access Helpline at 250 356‐1851.>
Please ensure Parts 6 and 7 are attached to your submitted PIA.
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Part 6 – Privacy Office(r) Comments
This PIA is based on a review of the material provided to the Privacy Office(r) as of the date below. The PIA is
a “living document” that is periodically reviewed. Should there be substantial changes that may affect the
privacy of our users, an update will be initiated. As part of our business practices, this PIA will be reviewed
annually. If, in the future, any substantive changes made to the scope of this PIA, the school district will
complete a PIA Update and submit it to this Privacy Office(r).
Unless the Agreement otherwise specifies, or the District otherwise directs in writing, KCS will not disclose any
personal information outside of Canada.

A final copy of this PIA (with all signatures) must be kept on record.
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Part 7 – Program Area Signatures

Mr. Sandro Cuzzetto
Program/Department Manager
Privacy Officer/Privacy Office
Representative

Signature

Dec. 22, 2020
Date

If you have any questions, please contact your school district’s privacy office(s) or call the
OCIO’s Privacy and Access Helpline at 250 356 1851.
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